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Introduction

D omain name disputes are a by-product of the
growth of the Internet and electronic commerce.
Although domain name registration began in the United
States in the early 1980s, few disputes ensued then as use
of the Internet remained largely in the realm of aca-
demic circles. When the Internet and electronic com-
merce became popular in the mid-1990s, many com-
mercial companies came to realize the marketing and
sales potential of domain names. They flocked to register
domain names and the demand for domain names
spawned astronomically. As the registered number of
domain names grows, domain name disputes occur
much more frequently.

On November 6, 2001, the Singapore Network
Information Centre (SGNIC) adopted the Singapore
Domain Name Dispute Policy (the Policy).! This repre-
sents the efforts of Singapore to strengthen its manage-
ment of domain name disputes, particularly for cyber-
squatting cases. The Policy, however, is only concerned
with disputes over registration and use of .sg Internet
domain names registered with the SGNIC Private Lim-
ited. The administrative proceedings under the Policy
are conducted according to the Rules for the Singapore
Domain Name Dispute and Policy? and the Supple-
mental Rules for the Singapore Domain Name Disputes
Resolution Policy? issued jointly by the Singapore Medi-
ation Centre and the Singapore International Arbitration
Centre.

In this article, I will analyse the salient features of
the Policy and evaluate the extent to which they match
international practice. I will focus, in particular, upon the
Uniform Domain Name Dispute Resolution Policy
(UDRP)# and the rules made under the UDRP.> The
Internet Corporation for Assigned Names and Numbers
(ICANN),® the international body responsible for
domain name management, adopted both in 1999. As
the nature of domain name disputes and dispute resolu-
tion rules are very similar in different countries, domain
name disputes are becoming a global phenomenon,

leading to the development of a kind of “Internet
common law”.” I will, therefore, discuss new develop-
ments in other common law countries such as the
United Kingdom (UK.) and United States (U.S)), as they
will invariably influence Singapore in its interpretation
of the Policy. I will also evaluate both the merits and
demerits of the Policy. In conclusion, I will analyze the

significance of the Policy for Singapore.

Salient Features of the Policy

Grounds for complaint

Under the Policy, a complainant can commence
mandatory administrative proceedings against the
registrant of an .sg Internet domain name registered with
SGNIC if the complainant satisfies three criteria. First,
the registrant’s domain name must be identical or con-
tusingly similar to a name, trademark or service mark in
Singapore in which the registrant has rights. Second, the
registrant must have no rights or legitimate interests in
respect of the domain name. Third, the registrant’s
domain name must have been registered and used in
bad faith.® The Policy, therefore, contains what I will call
“the trilogy of cybersquatting”, namely, the domain
name is identical or confusingly similar to an existing
trademark or service mark; the domain name registrant
has no legitimate interests in the domain name; and the
domain name registrant registers and uses the domain
name in bad faith. In fact, these three elements also
appear in the UDRP.”

Rights of complainants

If a complainant registers in Singapore a trademark
or service mark identical or similar to the domain name
in dispute, there should be no difficulty in proving the
first criterion required under the Policy, namely, the
complainant’s rights. The position is less clear, however,
if the complainant has not registered any trademark or
service in Singapore. In fact, unregistered trademark
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rights emerged as an issue in many decisions made
under the UDRP. In the case of Jeannette Winterson v.
Mark Hogarth,'° the complainant, Jeannette Winterson,
was a famous UK. writer. The respondent registered the
domain names Jjeannettewinterson.com, jeannet-
tewinterson.net and jeannettewinterson.org. The panel
ruled that as long as the complainant had legal right to a
trademark, the UDRP did not require the complainant’s
trademark to be registered by a government authority or
agency. The panel relied on the previous UDRP decision
of Cedar Trade Associates Inc. v. Greg Ricks.!! It further
held that trademarks, where used in the UDRP, are “not
to be construed by reference to the criteria of registra-
bility under English law, but more broadly in terms of
the distinctive features of a person’s activities”.'?

In another UDRP case, Gordon Sumner, aka Sting
v. Urvan,'> however, the panel came to a different ruling,
The complainant was the famous singer Sting, while the
respondent, Michael Urvan, was an amateur gamer.
Urvan registered the domain name www.stingcom for
sending e-mails and global Internet gaming services. The
panel ruled against the complainant and held that per-
sonality right was not intended to be made subject to the
UDRP.* The panel also distinguished this case from the
Winterson case in that the word “sting” is a common
English word with a number of different meanings.'> In
other words, the Sting case favoured a restrictive inter-
pretation of complainant’s rights under the UDRP.

In the recent Hong Kong case of Outblaze Limited

v. Wah Cheung Leatherware Company Limited,'*
decided under the Hong Kong Domain Name Registra-
tion Company Limited (HKDNR) Domain Name Dis-
pute Resolution Policy,'” the Hong Kong arbitrator
decided that it was not necessary for the relevant trade-
mark rights to be registered before the complainant
could lay claim and establish rights to a mark.! In the
decision, the arbitrator held that:

... there is a sufficient level of reputation in the trade and

industry in Hong Kong and the region in the unregistered

“OUTBLAZE” mark belonging to the Complainant as to

give the Complainant a claim of passing off, and hence

sufficient to constitute the Complainant’s trademark rights

for the purpose of paragraph 4(a) of the Policy.19

The Hong Kong arbitrator in the Outblaze case

therefore interpreted “complainant’s rights” to include
unregistered rights. He also developed a “reputation test”
to deal with complainant’s rights. It remains to be seen
whether the panels in Singapore will adopt similar inter-
pretations of complainant’s rights under the Policy in
future.

Confusingly similar

On the criterion of “confusingly similar” required
under the Policy, some case law decisions in other
common law jurisdictions are relevant to Singapore. In
the United Kingdom, a similar issue arose in the recent
case of Avnet Inc. v. Isoact Ltd? In the Avnet case, the
plaintift was a distributor of electronic components and
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computer software and registered a trademark “Avnet”.
The defendant, on the other hand, was an Internet Ser-
vice Provider that used the domain name avnet.co.uk
The plaintiff commenced proceedings against the defen-
dant, arguing that there would be confusion over the
word “avnet” on the Internet with “search engines and
the like producing the wrong Avnet. A person looking
for them might either give up or somehow get into some
other sort of muddle”.?! Jacob J., however, disagreed with
the plaintiff. He took the view that a customer “could see
immediately that he is not getting an advertisement for
semiconductor chips and the like, but things to do with
aviation instead”. Jacob J. also noted:

It is a general problem of the Internet that it works on
words alone and not words relating to goods or services. So,
whenever anyone searches for a word even if a searcher is
looking for the word in one context, he will, or may find,
Web pages or data in a wholly different context. This may
be an important matter for the courts to take into account
in considering trademark and like problems.??

By contrast, the U.S. adopted a more straightforward
interpretation of the term “confusingly similar”. In the
US. case of Northern Light Technology, Inc. v. Northern
Lights Club,?> Woodcock J. briefly discussed the legisla-
tive history of the US. Anticybersquatting Consumer
Protection Act (ACPA).2* He held that the term “confus-
ingly similar” in the ACPA merely required the court to
compare directly the domain name and the alleged
offensive trademark,?® not the traditional and more com-
prehensive trademark infringement test of “likelihood of
confusion”.26

It remains to be seen whether the panels in Singa-
pore will favour the UK. or US. approach. As a matter of
practicality, it is submitted that the U.S. approach is pref-
erable because it enables the arbitrators to determine
domain name disputes in a speedy manner, which is
compatible with the expedient resolution goal of the
Policy.

Using the domain name

In the Policy, the complainant needs to prove that
the holder registers and uses the domain name in bad
faith. However, it may not be easy to prove that the
domain name is “used”. In other common law jurisdic-
tions, there is a growing body of case law on the
meaning of the term “use”. For example, in the famous
English case of Marks & Spencer Plc v. One in a Million
Ltd. & Others,” the defendant registered many names of
famous companies as domain names, such as Lad-
brokes.com, sainsbury.com, sainsburys.com, marksand-
spencer.com, markspencer.co.uk, cellnet.net, bt.org,
virgin.org, britishtelecom.co.uk, britishtelecom.net, brit-
ishtelecom.org and britishtelecom.com. The defendant
sought to sell them to such companies as Marks &
Spencer Plc, ]. Sainsbury Plc., Virgin Enterprises Ltd.,
British Telecommunications Plc. and Ladbroke Plc. The
defendant argued that it had never “used” the domain
names. However, the English Court of Appeal rejected
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this argument. In the Court of Appeal judgment, Aldous
LJ. held that:

I am not satisfied that section 10(3) does require the use
to be trade mark as use or confusing use, but I am prepared
to assume it does. Upon that basis I am of the view that
threats to infringe have been established. The appellants
seek to sell the domain names which are confusingly similar
to registered trademarks. The trademarks indicate origin.
That is the purpose for which they were registered. Further,
they will be used in relation to the services provided by the
registrant who trades in domain names.28

Similarly, in the US. case of Panavision Interna-
tional, L.P. v. Dennis Toeppen,? the defendant registered
the domain name Panavision.com and attempted to
resell it to the plaintiff. In the Court of Appeal judgment,
Thomas Circuit J. held that the defendant’s commercial
use was his attempt to sell the trademark itself.

The issue of “use” was also raised in many UDRP
decisions. In the case of World Wrestling Entertainment
Inc. v. Bosman,' the respondent, Bosman, registered the
domain name worldwrestling.com and then offered to
sell the domain name to the World Wrestling Federa-
tion (WWEF). The WWEF commenced proceedings on the
basis that Bosman had registered a domain name iden-
tical to its trademark and used the domain name
without having any legitimate interest in it. Eventually,
the panel ruled that Bosman’s offer of the domain name
to the WWF revealed that his “primary purpose in regis-
tering the domain name was to sell, rent, or otherwise
transfer it to the complainant for a valuable considera-
tion in excess of [his] out of pocket expenses”.> On that
basis, and on the authority of such US. decisions as
Panavision International, L.P. v. Dennis Toeppen® and
Intermactic Inc. v. Toeppen,® the panel held that
Bosman had “used” the domain name in bad faith and
ordered the transfer of the domain name world-
wrestling.com to the WWE.

In Telstra Corp Ltd v. Nuclear Marshmallows,* the
panel further clarified the meaning of the term “use”
under the UDRP. The complainant in this case (Telstra)
was the largest telecommunications company in Aus-
tralia and operated a Web site with the domain name
telstra.com. The respondent, Nuclear Marshmallows
(NM), registered the domain name Telstra.org Unlike
the Bosman case, NM did not offer to sell the domain
name after registering the domain name. Eventually, the
panel held that:

The relevant issue is not whether the respondent is
undertaking a fpositive action in bad faith in relation to the
acting in bad faith but whether, in all circumstances of the
case, it can be said that the respondent is acting in bad faith.
The distinction between undertaking a positive action in
bad faith and acting in bad faith may seem a rather fine
distinction, but it is an important one. The significance of
the distinction is that the concept of a domain name being
used in bad faith is not limited to positive action, inaction is
within the concept. In other words, it is possible, in certain
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circumstances, for inactivity by the respondent to amount to
the domain name being used in bad faith. 36

The approach adopted in the Telstra case was also
endorsed in the above-mentioned Hong Kong case of
Outblaze.¥”

Evidence of registration and use in Bad
Faith

Another difficult legal issue under the Policy is
establishment of evidence of registration and use in bad
faith. The Policy set out four circumstances as evidence
of the registration and use in bad faith. First, the regis-
trant has registered or acquired the domain name prima-
rily for the purpose of selling, renting or otherwise trans-
ferring the domain name registration to the
complainant, who bears the name or is the owner of the
trademark or service mark, or to a competitor of that
complainant, for valuable consideration in excess of the
registrant’s documented out-of-pocket costs directly
related to the domain name. Second, the registrant has
registered the domain name in order to prevent the
owner of the trademark or service mark from reflecting
the mark in a corresponding domain name, provided
that the registrant has engaged in a pattern of such con-
duct. Third, the registrant has registered the domain
name primarily for the purpose of disrupting the busi-
ness of a competitor. Fourth, the registrant, by using the
domain name, has intentionally attempted to attract, for
commercial gain, Internet users to its Web site by cre-
ating a likelihood of confusion with the complainant’s
name or mark as to the source, sponsorship, affiliation, or
endorsement of the registrant’s Web site or location or of
a product or service on the registrant’s Web site or loca-
tion.* This definition of bad faith is very similar to its
counterpart in the UDRP.*

In the above-mentioned case of Telstra, the panel
pointed out that the circumstances set out for bad faith
in the UDRP did not constitute an exhaustive list.** In
that case, the panel held that the respondent’s passive
holding of the domain name amounted to “in bad faith”,
based on a set of unique circumstances. These included
the good reputation and publicity generated by the com-
plainant’s trademark; no actual or contemplated good
faith use by the respondent of the domain name; and the
concealment of the respondent’s true identity by giving
false details when registering the domain name.*!

The Telstra case, therefore, confirms that the cir-
cumstances of bad faith stated in the UDRP Rules are
not exhaustive. Such view was also adopted in the above-
mentioned Hong Kong case of Outblaze.** In the latter
case, the arbitrator also considered the repeated failure of
the respondent to reply to the complainant and related
correspondence from the Hong Kong International Arbi-
tration Centre as evidence of bad faith.®
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Legitimate interests of domain name

holders

In order to defend under the Policy, the registrant
can argue that it has legitimate interests in the disputed
domain name. The Policy sets out the following three
circumstances as evidence of “legitimate interests” of the
registrant. First, the registrant has used, or has demon-
strable preparations to use, the domain name or a name
corresponding to the domain name in connection with a
bona fide offering of goods or services. Second, the regis-
trant (as an individual, business, or other organization)
has been commonly known by the domain name, even
if the registrant has acquired no trademark or service
mark rights. Third, the registrant is making a legitimate
non-commercial or fair user of the domain name,
without intent for commercial gain to misleadingly
divert customers or to tarnish the trademark or service
mark at issue.*

In the above-mentioned Hong Kong case of Out-
blaze, the arbitrator held that “outblaze” was not “a word
which Hong Kong traders in the Internet community
could legitimately choose unless they were intending to
create a false association with the complainant”.* This,
coupled with the domain name holder’s failure to reply
to the complaint, led the arbitrator to infer that the
domain name holder had no legitimate interest in the
domain name outblaze.com.hk. This decision reflected a
liberal approach adopted by Hong Kong arbitrators in
determining the issue of “domain name holder’s legiti-
mate interest”.

Merits and demerits of the Policy

The Policy is beneficial to Singapore for several rea-
sons. First, it promotes development of electronic com-
merce in Singapore. In recent years, Singapore has been
keen on developing the country into a regional centre of
electronic commerce. The presence of cybersquatters
will affect consumer confidence to conduct online busi-
ness, as consumers will not be able to know for certain
whether the Web sites that they are accessing belong to
the parties with which they want to do business. More-
over, if companies in Singapore need to pay huge sums
of money to cybersquatters for their favourite domain
names, they may pass the costs of obtaining the domain
names to their online customers when they price their
products and services. Finally, if a large number of
domain names are held hostage by cybersquatters, many
companies in Singapore may not be able to find suitable
domain names for their online business. All these affect
the future development and growth of electronic com-
merce in Singapore. Adoption of the Policy should curb
the proliferation of cybersquatters in Singapore, thereby
reducing the entry barriers and transaction costs of elec-
tronic commerce. The deterrent effect of similar anti-
cybersquatting policy is confirmed by UDRP case statis-
tics. In fact, the number of proceedings under the UDRP
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peaked at 343 in August 2000 and has since declined to
250.46

Second, the Policy provides an effective means of
resolving domain name disputes in Singapore. As a form
of alternative dispute resolution procedure, the Policy is
more flexible than proceedings under the Trademarks
Act.*” The parties can dispense with many of the formal
court processes and court documents that are required in
court proceedings. They therefore represent a new
approach to resolve disputes arising from the Internet
that “corresponds with the communication speed and
economic efficiency of the Internet itself”.*8

Third, the costs of proceedings under the Policy are
relatively low compared with proceedings under the
Trademarks Act. In the case of domain name court litiga-
tion, smaller companies are usually in a disadvantaged
position because they lack the financial means to contest
court proceedings against large companies, even if they
enjoy lawful rights to a domain name.* At present, the
minimum costs of proceedings under the Policy for a
single-member panel is $$2,750,° which is lower than
the costs of court litigation in Singapore. Thus, the Policy
benefits small businesses in Singapore by providing an
alternative procedure to assert their domain name rights
at a lower cost.

Moreover, many cybersquatters offer to sell regis-
tered domain names to their rightful owners at a “nui-
sance value”, namely, the price offered by the cybersquat-
ters is lower than the legal costs of fighting a
cybersquatting lawsuit in court but at the same time, is
much higher than the costs of registering the domain
name. In the past, the rightful owners were inclined to
pay the cybersquatters for the domain name based on a
simple cost-benefit analysis.>! As the legal costs involved
in claiming a domain name are reduced substantially,
the Policy gives economic incentives to the rightful
owners to commence proceedings to reclaim domain
names.

Fourth, proceedings under the Policy save time
compared with proceedings under the Trademarks Act.
The time factor is very important in domain name dis-
putes. Once a domain name similar or identical to a
trademark is registered and used by a cybersquatter, the
lawful trademark owner will start to suffer losses, in
terms of potential customers and business opportunities.
The longer the domain disputes last, the larger the losses
the trademark owner will suffer. Instead of entering into
online contracts with the trademark holders, customers
may end up contracting with the cybersquatters. The
lawful trademark holders may also suffer loss of business
goodwill as customers will attribute any unprofessional
services or substandard products ordered through the
wrong Web site to the lawful trademark owners. Thus,
the longer the domain name battles ensue, the more
pressure is exerted on the trademark owners to concede
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to the requests of the cybersquatters, however unreason-
able they may be. Expediency may force the lawful trade-
mark holders to purchase the domain names at an
unreasonably high price. 2

However, the Policy is not without its limitations
and problems. First, it is confined to dealing with bad
faith registration and use of domain names and not to
other types of domain name disputes. Thus, it does not
apply to domain name disputes between two legitimate
trademark owners competing for the same domain
name. For example, in the English case of Pitman
Training Limited et al. v. Nominet UK, both parties
lawfully used the trading name Pitman and competed to
use the domain name pitman.co.uk. If similar disputes
arise in Singapore, the parties cannot use the Policy to
resolve which company can own and use the domain
name. The scope of the Policy is therefore largely
restricted to one kind of domain name dispute, namely,
cybersquatting cases.

Second, the Policy does not adequately deal with
“reverse domain name hijacking” — an action by a com-
pany or an individual, usually well established and with
substantial financial means, attempting to take away a
domain name from another company or individual by
threatening to begin legal proceedings against the latter.
The concept of “reverse domain name hijacking” is
exemplified by some recent UDRP decisions. In the case
of Goldline International, Inc. v. Gold Line,>* the com-
plainant was the owner of the trademark “Goldline”,
dealing in precious metals and coins with a service mark
as well as providing information on the price and market
value of precious metals and coins. The respondent was
an individual operating a business under the business
name Gold Line Internet with a registered domain name
goldline.com. In the Goldline case, the respondent
claimed that the complainant attempted “reverse
domain name hijacking”. The panel ruled that the com-
plainant should have known that the respondent’s regis-
tration of the domain name goldline.com could not have
constituted bad faith under the UDRP. The panel also
ruled that the respondent notified the complainant of
the relevant facts prior to the UDRP proceedings. On
such basis, the panel held that the complainant engaged
in “reverse domain name hijacking”.

In another case, Deutsche Welle v. DiamondWare
Limited,% the complainant was a German-based televi-
sion and radio broadcasting company operating under
the acronym DW and owning various trademarks com-
prising or including, as part of a device, the letters DW.
The respondent was a U.S-based software development
company operating under the acronym DW and oper-
ating an active Web site with a domain name dw.com. In
the DiamondWare case, the panel ruled against the com-
plainant for two reasons. First, because the respondent
registered the domain name dw.com prior to the com-
plainant registering its trademarks, they held that the
complainant, upon discovery of that registration, should
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have known that the registration of the domain name
was unlikely to have been undertaken primarily for any
bad faith purpose directed at the complainant. Secondly,
it ruled in favor of the respondent because the domain
name was used in relation to an active Web site and the
bona fide business of the respondent. The panel ruled by
a majority decision that the complainant attempted
“reverse domain name hijacking” under the UDRP.

Under the Policy, the panel can only declare that a
complainant abuses the administrative proceedings if he
attempts “reverse domain name hija(:king”.56 This is
modeled on the UDRP.” In the United States, many
academics like Osborn® and Walker,% have criticized
the UDRP for failing to deal with the issue of “reverse
domain name hijacking” adequately. They have called
for expansion of the scope of the UDRP to address the
issue of “reverse domain name hijacking” with more
remedies for domain name owners.

Third, the Policy is likely to be biased toward trade-
mark owners in its implementation. In the United States,
Halpern and Mehrotra® made similar criticism of the
UDRP, on which the Policy is modeled. As of February 6,
2002, 4,273 cases were decided under the UDRP. Of
these, 3,426 cases were decided in favour of the com-
plainant, ie., the trademark owners, and the domain
names registered in these cases were ordered to be trans-
ferred to the complainants or cancelled, while only 820
decisions were decided in favour of the respondents, ie.,
domain name holders. In other words, trademark
owners won 802% of the cases while domain name
owners won only 19.2% of the cases.! Mueller® even
found that some panels interpreted the UDRP in ways
that favour trademark owners, rather than by adhering
to the strict language of the UDRP.

Fourth, the remedies available to trademark owners
under the Policy are limited. Under the Policy, the com-
plainant can only ask for either cancellation or transfer of
registration of the domain name.® In other words, a
trademark owner cannot apply for compensation under
the Policy. However, if the trademark owner commences
proceedings under the Trademarks Act, he can apply for
a wide range of relief, including an injunction, damages
and accounts for profits.** He may also apply for orders
for erasure, delivery up and disposal of the infringing
goods, materials and articles.®> Thus, if a trademark
owner wants to apply for legal remedies other than can-
cellation and transfer of registration of the domain name,
he may prefer to commence proceedings under the
Trademarks Act, rather than under the Policy.

One interesting issue here is whether trademark
owners in Singapore can commence proceedings under
the Trademarks Act and the Policy concurrently. In the
U.S. case of Broadbridge Media, L.L.C., v.
HyperCD.com,® the court ruled that a trademark owner
may concurrently commence arbitration proceeding
under the UDRP and litigation proceedings under U.S.
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trademark law. The advantages of such concurrent pro-
ceedings are obvious. Trademark owners can therefore
employ the UDRP to reclaim the domain name in a
speedy manner while claiming for compensation and
other remedies under traditional trademark laws. It
appears, however, that the trademark owners in Singa-
pore cannot do so under the Policy as both the com-
plainant and registrant cannot commence proceedings
in respect of a domain name while a proceeding in
respect of the domain name under the Policy is
pending, ¢

Finally, if a domain name holder is dissatisfied with
a decision made by a panel under the Policy, he may
commence proceedings in Singapore courts to review
the decision. Thus, the complainant may opt for pro-
ceedings under the Trademarks Act if it is likely that the
domain name holder will review any unfavourable deci-
sion made against him under the Policy.
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